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Executive Summary

This document summarises the SafeAdapt requirements. It also provides a brief summary on the
reconfiguration’s structural set-up, which will be integrated into the RACE platform. Such
reconfiguration mechanisms and algorithms will form a central part of the SafeAdapt Platform
Core, which encapsulates the basic adaptation mechanism for re-allocating and updating
functionalities in the networked, automotive control systems. This will be the basis for an
interoperable and standardised solution for adaptation and fault handling in AUTOSAR. The
SafeAdapt approach also considers functional safety with respect to the 1ISO 26262.

The requirements address the necessary developments targeted in SafeAdapt in order to achieve
the SafeAdapt Platform Core goals.
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1 About this document

This document contains the requirements for the SafeAdapt project with respect to the run-time
control for the safe adaptation and supporting hardware platforms.

It has been decided to select a requirements capture process allowing to use the IBM Rational
DOORS (short within the following: DOORS) software for processing requirements supported by a
professional tool. Since not all project partners have access to this tool, it was agreed to use a
special Microsoft EXCEL template which can directly be read by the DOORS software as an input
file.

DOORS! is a requirements management application for optimizing requirements communication,
collaboration and verification.

The DOORS software for requirements processing supports:
1. Requirements Management in a centralised location for better team collaboration

2. Traceability by linking requirements to design items test plans and test cases and other
requirements

3. Scalability to address the changing requirements management needs
4. Test tracking toolkit for manual test environments to link requirements to test cases

5. Integrations to help manage changes to requirements with either a predefined change
proposal system or a more thorough customizable change control workflow

This document consists of two parts:

a) This word file with general comments and explanations on the process followed and the
design goals targeted

b) The DOORS compliant EXCEL requirements sheet with the collected requirements for this
part of the SafeAdapt Project

Concerning the EXCEL requirements sheet we followed the following approach:

The requirements were collected per Partner. This can be traced by the Requirement ID provided
by each individual requirement. The numbering system used the following syntax:

Company short (i.e. TTTech: “TTT”") — 3 digit number XXX: <Company short name-XXX>

thus resulting in an identifier for a requirement for example like: “TTT-001" (first requirement by
TTTech).

! See https://www.google.at/#g=DOORS+Requirements
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The Excel sheet then identifies the following data per requirement:

Column A: Requirement Identifier

Column B: Category (functional/non-functional, could be extended if needed)
Column C: Sub Category (Efficiency/Hardware/Process/Software/System/Tools)
Column D: Short Description

Column E: Description

Column F: Verification Method

Column G: Rationale

Column H: Dependencies

Column I:  Conflicts

Column J: Date (of issue)

Column K: Supporting material

Column L: Obiject Status (changed/new/, could be extended if needed)
Column M: Object Version

Column N: Review
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2 Major design goals these requirements refer to

2.1 The demonstration set-up

It has been agreed to connect the Trusted Multi Domain Platform (TMDP) by Delphi with the
Robust and reliable Automotive Computing Environment (RACE) Platform by Siemens by means
of a TTEthernet® switched backbone network. The set-up is intended to be used to demonstrate
the development of reconfiguration capabilities for a system running safety-relevant applications or
functions. In case of a safety-relevant function failing is detected, the related SafeAdapt
mechanisms target to recreate the function at least in a gracefully degraded version on different
ECU of the system. Namely, this intends to first recognize the failure of the safety-relevant function
and to autonomously initiate the reconfiguration process. As a next step the system will identify the
appropriate “gracefully degraded” version of the function and will define another ECU in the system
capable of hosting the degraded function. Either it is already allocated to this ECU or it will load the
gracefully degraded function software to this ECU from a repository (i.e. stored on the TTE SCB)
and autonomously initialize and start the function. By connecting actuators and sensors via the
backbone to the new ECU by means of a switch, the newly configured system is capable of acting
in place of the initial system configuration, running the full blown version of the failed function, even
during run-time of the system. The system will also take care of disconnecting and switching off the
failed function.

A block diagram of the intended system is depicted in Figure 1.

? SAE Standard SAE AS6802
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Figure 1: Block Diagram of connecting the TMDP Platform with the RACE Platform

2.2

2.2.1 TMDP

Delphi’'s Trusted Multi Domain Platform (TMDP) is a prototyping platform to support different types
of safety critical applications up to the ASIL level D (for ASIL levels, see Section 2.3.4). The

general setup is shown in Figure 2.

The platform has a modular architecture consisting of main parts which are always on the platform

PCB and some pluggable add-On boards.

All automotive relevant networks are supported (CAN, Flexray and LIN) and additionally a very
flexible solution for the Ethernet connection. The main processing unit is the Infineon Aurix. The
Aurix is a triple core processor with a maximum clocking of 300MHz each. One of the cores is

ad

TTE-SCB 2
or IPC with
TTE-PCle
Card

Short description about involved platforms

running in HW lockstep mode the other two are standard.

The mainboard, including the power-supply concept, is designed to be ASIL D compliant.
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Figure 2: Hardware setup of the TMDP

The platform can be enhanced by three different types of add-on boards. One essential board, that
is also mandatory for SafeAdapt, is the communication board. This board is connected to the main
PCB via standardized PMC connectors. This gives us the possibility to directly plug a TTTech
rugged Ethernet switch onto the mainboard. Different solutions are also possible as long as they
are compliant to the PMC standard (IEEE 1386).

To increase the processing power it is possible to plug in an additional performance micro-
controller board that is following the VCM2.0 specification of NVIDIA. The connector itself is a
MXM 3.0 connector. The performance microcontroller can communicate to the Aurix via HSSL
(ZipWire) or an Ethernet connection via the communication board.

In case those digital and/or analogue |Os are needed, the user has the option to plug an IO-board
to the mainboard. On the 10-board you can place all the necessary parts to drive the peripherals.

2.2.2 RACE

The RACE platform has been developed within the German national research project “RACE —
Robust and reliable Automotive Computing Environment for future eCars”, funded by the German
ministry of economics and technology. The main goal of the project was to develop a uniform and
open E/E platform for electrical cars, in particular for safety-critical functions up to ASIL D (like
steer by wire). The approach is intended to be “revolutionary” in the sense that it completely
neglects the historically grown approach taken by the automotive industry and fully “re-thinks” the
way to build up the electric- and electronic (E/E) vehicle architecture.
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Figure 3: The RACE Platform

Figure 3 provides an overview about the RACE system architecture. The main idea is to implement
a clear layering with well-defined interfaces in order to decouple sensors/actuators, the
computation and communication platform and the SW functions from each other. This is the basis
for “Plug&Play”, i.e. the capability to add new components (sensors, actors, computing nodes) but
also new SW based functions in a flexible and modular way. The main architectural concepts of
RACE are:

e Smart sensors and actors, which provide local intelligence to execute open-loop and
closed-loop control tasks. Examples are a wheel hub motor detecting the maximum torque
by itself or a video camera generating an object list. Legacy sensors and actors (e.g. with a
CAN interface) can be connected to the RACE system by gateways.

e A suitable communication structure, which is physically based on 2-wire automotive
Ethernet. In order to facilitate the implementation of highly safety-critical functions additional
mechanisms like “Time Sensitive Networking” (TSN) and a redundant ring structure are
employed, such that no single point failure will lead to loss of function. The goal is to
support both, time-critical and reliable communication (e.g. for a steer-by-wire function) as
well as non-critical best-effort traffic (e.g. for multimedia applications) on one network.

e A centralized computing platform, which is composed of one or more DCCs (Duplex Control
Computers). Each DCC consists of two CPUs, executing the same computations. By
periodically comparing the results of these computations, sporadic failures can be detected.
In such a case the DCC will be deactivated (i.e. stopped or restarted), while another DCC
can take over the functions of the deactivated DCC. By deploying the same function on
multiple DCC in a hot-standby manner, the required availability/safety level can be
achieved.



D2.2 Requirements for the Run-time Control for Safe Adaptation and

Supporting Hardware Platforms @SAFEAbAFIJ

e A runtime environment (RTE) which provides a virtual connection to all sensors and actors
by means of a vehicle data model. The RTE provides basic mechanisms for failure
detection and handling as well as for dynamic system configuration (“Plug&Play”).

e Applications (“Apps”) which are implemented on top of an API for accessing the vehicle
data model. These apps do not have to take care of all aspects handled by the RTE, such
as failure handling, communication or physical sensors. That way, automotive applications
can be implemented pure software packages without the need to take care of car specific
aspects like physical sensors, networking structure etc.

The RACE vehicle has been developed within RACE as a demonstrator car. It features innovative
components like a wheel-hub motor, an electrical braking system and a full steer-by-wire system.
All components and functions of the car are implemented with the RACE architecture. In particular,
it is intended to demonstrate the safety features of the RACE platform. Additional demonstrator
applications, such as autonomous parking and energy management, have been also implemented
within this car in order to highlight the potential of the proposed approach.

2.2.3 TTEthernet backbone platform

TTEthernet (Deterministic Ethernet) is an SAE standardized® data communication technology
supporting to transmit data according to standard Ethernet best effort traffic (BE), rate constraint
(RC) data traffic and time-triggered Ethernet (TT) traffic in parallel (see Figure 4).

TTEthernet

40 msec: > 40 msec——————»4——————— 40 msec—— >

Tr1 [Tr2][Re][Re][ BE |[Tm1][BE][RC][TT2][ BE 1T1]] RC BE |[Rc][Tr2|[TT1][BE][BE][ RC RC | [TT1] |

TIME

30 msec > 30 msec: > 30 msec > 30 msec: >

Longest Communication Cycle in this Example: LCM(30,40) = 120msec -

Figure 4: TTEthernet Traffic Classes supported

Time-Triggered Ethernet traffic dispatches messages according to a predefined communication
schedule.

Rate-Constraint Ethernet traffic enforces minimum duration between two frames of the same
stream.

Best-Effort Ethernet traffic is equal to standard Ethernet traffic and does not provide any temporal
guarantees.

TTEthernet is a scalable, open real-time Ethernet platform targeted for the use within safety-related
applications primarily in transportation industries and industrial automation. TTEthernet provides
flexibility, modularity, scalability in Ethernet based systems. It is compatible to IEEE 802.3 Ethernet
and integrates transparently with Ethernet network components.

TTEthernet has been designed for use in high safety and high reliability applications, cyber-
physical systems and unified networks. TTEthernet simplifies the design of fault-tolerant and high
availability solutions.

® SAE Standard SAE AS6802
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Detailed information is available on the TTTech homepage. The specification can be requested on
the TTTech home page as well*.

2.3 Major requirement areas

2.3.1 Reconfiguration

The approach selected in SafeAdapt w.r.t. reconfiguration deviates significantly from the
investigations and developments made in the FP7 project DREAMS®. Actually the SafeAdapt
approach complements the investigations of DREAMS.

In DREAMS the concept follows a similar approach like in aerospace used today. It uses a function
already resident in another ECU. This function is already operational and activated by switching to
this function in case of a faulty ECU or the operational function is failing. In such case a switch over
is performed. The failure is detected automatically and triggers action to perform a switch based
reconfiguration using redundant hardware and preconfigured additional (back-up) functions. The
approach does not work in case the other ECU is suffering from failure as well. In the SafeAdapt
approach such failure can be handled even without extra hardware redundancy required.

In SafeAdapt we target to detect a failure of a safety-relevant function in the vehicle system
automatically and upon such detection decide on initiating a reconfiguration action.

The reconfiguration can be split up to reactivation and reallocation. Reallocation describes the
process of installing SW on an ECU. Reactivation describes the process of assigning computing
and timing resources to an installed application. This means, an activated application will be
executed.

In order to provide safe hardware redundancy, the system checks automatically which of the other
control units executes the least required applications that are signed to tolerate a passivation. It
then endeavours to clear the running functions from the new target control system and loads the
gracefully degraded version of the failed function to the selected control unit’. Afterwards it
connects the sensors and actuators to that unit via the available switches in the network and
initializes and starts the unit to run the gracefully degraded version of the failed function. It also
takes care of the failed function and closes it. Thus the only extra service required is suitable space
on a dedicated ECU to store the degraded versions of target safety relevant functions. This
approach supports to decide on a case by case basis which other control unit in the overall system
would be capable to activate the gracefully degraded version of the failed safety-related function. It
does not require extra redundant systems to be able to cover the full safety related requirements
including tolerating the failure of a safety related function at minimum gracefully degraded function
level. Instead it will be required that an ICT system with its applications can be reconfigured.
Therefore, less important automotive functions/applications will be stopped, resources will be freed
and (degraded) functionality reactivated. The overall process of reconfiguration shall be completed
in so short time, that the operation is not influenced significantly.

* https://www.tttech.com/technologies/ttethernet.

> http://www.dreams-project.eu/

® In case the function is significantly small in related code it might also be considered to load the full function.
In a second step it might also be possible to replace a gracefully degraded version after the gracefully
degraded version has taken the role to provide at least a minimum required service at the shortest
interruption possible (i.e. a few milliseconds).
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The project intends to find out how long it would take from failing of a safety related function to a
completed reconfigured function being restored and being fully operational with the new
configuration by using the set-up described. This time span is called fault-recovery time which must
be less than the given fault-tolerant time interval (according to 10S26262) of the considered
application.

It shall also be taken into consideration how much the maximum size of a gracefully degraded
version of such function may be, in order to meet deadlines overall of a few milliseconds only.

This shall lead to the insight if 100Mbit/s data rate can be sufficient or if the next order of
magnitude is required. It shall provide knowledge on the influence of different parameters in the
duration of the entire reconfiguration process. One of the results expected would be to define the
parameters really decisive for the fault-recovery time (i.e. maximum amount of code to be
transferred to a new ECU as “gracefully degraded version”, data rate, amount of ECUs in the pool
to use instead of the failing ECU, etc.).

2.3.2 System Verification and Evaluation

The main idea of SafeAdapt is to develop novel architecture concepts based on adaptation to
address the needs of a new E/E architecture for FEVs regarding safety, reliability and cost
efficiency. In order to judge a research project whether it is successful, the following elements as
the cost, energy efficiency, reducing material (the weight), State of the Art should be taken into the
evaluation process and if possible some of the final results can be demonstrated to the public.

In order to evaluate a system or a function or a use case effectively some specific requirements
with review to the verification and evaluation should be made at the early stage of the design
process and added into the run time core requirement list.

2.3.3 Universal SW component

General requirements towards the safe adaptation platform core (SAPC) are aiming at a universal
SW component that shall run on all platforms that are taking part in the reconfiguration process.
Therefore the SAPC shall behave like a standard AUTOSAR SW component and shall only
support the standard RTE interfaces.

A simple form of the SW architecture is shown in Figure 5.
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Figure 5. General SW Architecture similar to AUTOSAR

A complementary complex driver (CDD) below the RTE will serve the interfaces of the SAPC and
acts as a wrapper towards the used operating system (in case of Delphi it will be the real-time OS
PXROS-HR’). The complex driver for sure will be unique for all the different platforms in an
adaptive system.

To make the SAPC work properly some essential data about the system’s health status needs to
be exchanged. For that reason, a System Health Vector has been designed. This vector contains,
generally speaking, the information about the current status of each application that can be
reconfigured during the adaptation process and some more information about the different platform
operating states.

During the adaptation process it needs to be ensured that all SAPCs on the different platforms will
come to the same result how the reconfigured system will look like. Therefore a database is
implemented that contains all the necessary information about the applications, the restrictions for
adaptation, the needed processing power and memory space. The database will be updated
among the platforms in case that one platform got an additional SW-component installed.

” https://www.hightec-rt.com/en/downloads/pxros-hr.html
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In case of Delphi’'s TMDP the reconfiguration process can also take place on the platform itself.
Applications might be deactivated in one memory partition and then be restarted in a different
memory area, or assigned processing core can be changed.

To make sure that not an unnecessary adaptation process is started, the system shall also support
a rudimentary power mode management via network. The different states of the platforms need to
be published in the system, and in case of sleep and wake-up organized.

Delphi is planning to introduce an ACC application in the project and therefore need to have
access to front radar data. This can be either done by Delphi’'s own RACAM or by the Siemens
radar in the front of the vehicle. Nevertheless, the radar input shall be received via the Ethernet
connection to the TTTech switches and gateways. The ACC application shall be part of the number
of reconfigurable applications.

For detailed information about the requirements and constraints, please have a look into the
provided Excel sheet.

2.3.4 Safety

Safety is one of the most relevant issues for the SafeAdapt project. “ISO 26262 Road vehicles —
Functional safety” is the standard that will lead the safety requirements for reconfiguration in
SafeAdapt.

ISO 26262 provides an automotive-specific risk-based approach to determine integrity levels
(Automotive Safety Integrity Levels — ASIL) of the functions to be installed in a vehicle. These ASIL
levels (D, C, B, A, QM) are the basis for prioritization of the rules of the SafeAdapt Core
reconfiguration.

Less critical functions (QM, A or B) will be the ones to be passivized in order to maintain the most
critical ones (D and C) active. The adaptation will take into account the concept of dependant
functions; that is, the properly functioning of some of them can depend on the well-functioning of
others, so some constraints regarding this point can be applied when activating or passivating
functions.

A hazard analysis has been initially done to identify the different ASIL levels of the functions.
Moreover, a hazard analysis of the reconfiguration process itself is being done. This will help to
identify specific safety goals for the reconfiguration process.

Fault tolerance will be achieved by means of defining an internal or external safety mechanism in
order to control or mitigate failure modes, such as hot standby in case of SW safety mechanism.

Most of the safety requirements will be applied when the vehicle is running. Anyhow, installation of
new components or update of functions will be taken into account. The SAPC should be properly
configured and initiated on all platforms after one of these operations has been performed, just to
ensure that the vehicle is ready for a safe reconfiguration process if needed.

2.3.5 Energy Efficiency

In conventional vehicles the energy is a scarce resource. In FEVs, the energy consumption
becomes critical, as it is also needed for the vehicle powertrain. The SafeAdapt Platform Core is
designed to be used in FEVs and therefore energy efficiency needs to be considered.
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The concept of safe adaptation helps to make FEVs more energy efficient. Safe adaptation allows
using redundancy mechanisms other than additional hardware. By reducing the number of ECUs,
the weight of the vehicle is reduced, and thus, the energy consumption of the powertrain.

SAPC rules will take safety classification of the functions as the most relevant criteria to perform
reconfiguration. Anyway, once safety issues have been considered, energy efficiency optimisation
criteria can be also used in a second step to decide on how to perform reconfiguration. For
example, keeping a required hot standby online will always precede switching it off for saving the
energy. But if multiple configurations are available, the SAPC should consider using the
configuration that is most energy efficient according to its data available. Furthermore, energy
efficiency must be considered in case energy levels can produce a future foreseen safety relevant
situation (as in UC_511_01).

The SAPC should be designed so it can also be used to support the smart use of CPU resources
available. For example, safe adaptation can facilitate disabling not needed functions and enables
other system optimisations during runtime (e.g. joint resource usage) to save additional energy.

The mechanisms used to trigger and calculate the optimisation of energy efficiency should be
designed to reuse the available capabilities of the SAPC as much as possible.
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List of Abbreviations

DOORS Dynamic Object-Oriented Requirements System

SAE Society of Automotive Engineers

SAPC Safe Adaptation Platform Core

SafeAdapt Safe Adaptive Software for Fully Electric Vehicles
TTEthernet Time-Triggered Ethernet (SAE standard SAE AS6802)
TMDP Trusted Multi Domain Platform

RACE Robust and reliable Automotive Computing Environment

ECU Electronic Control Unit
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Annex

The annex of this document consists of the EXCEL file hosting the requirements captured in the
EXCEL format compliant to DOORS input file in order to allow using DOORS if required. The file
name of the DOORS compliant requirements sheets, which form part of this document, is:

SafeAdapt_D2-2_Requirements.xIsx
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